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Trafo Merkezi Otomasyonu Evrimi
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FAT Esnasinda Trafo Otomasyonu Nokta Testi

Proses simulatoru

SCADA Yiik % e B
Tevzi mk SCADA simiilatérii / 60870-5-104

A ﬁ
— IEC 104
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Local HMI
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Network Station LAN IEC 61850

Kaynak: Qirion/NL

Primer ekipman Proses simulatoru ve
Akim Gerilim enjeksiyonu
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Test uygulama: Manuel

Local HMI

H MMS

@ o
[ Station LAN IEC 61850 ]
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IEDs

Sonuc gozlem: Gorsel

Test raporu: Manuel

FAT Part 4 test performed — Signatures

Date / Location:

07,04.2025 / Kllaus

H H H Hardwired
Signature

Participant(s) from |
Proses simiilatorii ve Akim @
Gerilim enjeksiyonu

Burak 724/}(&/0//?4




Manuel Test Yaklasiminin Eksileri

iletim/Dagitim kurumlarinin %80'i
kritik Firmware yiikseltmelerini bir
yil icinde uygulamiyor

Siber guvenlik 6nlemleri gecikmeli
olarak uygulaniyor

Testler, muihendisligin erken
asamalarinda "o6rneklenmis" olarak

yapiliyor

Projelerin zaman kisitlamasi

Birden fazla insan kaynagi gerekli

insan hatasina a¢ik ve yatkin

cok sayida/benzer sinyal nedeniyle goz
yanilgisi

Saha/devreye alma mihendislerine
iletilen hatalar
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Test Altindaki Cihazlar

* Proses Arayiiz Unitesi e Fider Kontrol e Gateway/RTU
(PIU) Unitesi (BCU) (WAN)

Process
Bus




Otomatiklestirilmis Sinyal Testi (Kapali Cevrim)

Control center Legend:
&===) |IEC 104
& MMS
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N S <> Hardwired Link
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IEC 61850

CO - Public
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Test adimlarinin olusturulmasi |aw--

AA1D1Q01Q1
&%

QAT: Switch controller

Switch position 4 signals
\: QAT: Switch controller position
+ 13:50:43 Closed
@ Intermediate

% 320kV Q01 QA1 - Switch controller position Bad state
+ A Y rruz_04 (© 13:50:43 Open

* 320kV Q01 QA1 - Switch controller position
4 A RTU1_104 (© 13:50:43

* QAl: Switch controller position
' \? m Binary mapped @ 13:50:42

NEnlE

0 All control signals set.

Assess Comment and assess

X Failed

IEC 61850:
IEC 104:

Binary mapped:

Test case generation

Select control or assess for each signal group source.

Control Assess

Control Assess

m Execution

Automated setting of control values

o StationScout sets expected signal values for
simulated |EDs and executes control operations
on real IEDs to reach the expected state of the
control signal values.

Automated assessment

o StationScout verifies that actual signal values
match the expected assessment signal values
and executes control operations to assess the
IED response to switching commands.

Control Assess Test cases
Binary mapped IEC 61850 1

IEC 104
Test cases generated 1

Raporlama

QAT Switch controller position
2 Value: Closed

G Value: Intermediate

O Value: Bad state

& Value: Open

4+
2025-05-28 14:37:23.627+02:00
2025-05-28 14:37:25.222+02:00
2025-05-28 14:37:27.884+02:00
2025-05-28 14:37:29.488+02:00



Sonuc

Muhendislikte %70'e varan zaman
tasarrufu:

Maliyet tasarrufu:

Kalitede artis:

ilgili test senaryolarinin otomatik olusturulmasi
Otomatik sinyal stimlilasyonu ve izleme
Muhendislik adimlarinda yeniden kullanilabilir

Gerekli insan kaynagi (hic veya 1)
Diger projeler icin adaptasyon siiresi

insan hatalarinin en aza indirilmesi
TUmu icin ayni rapor formati

ve en onemlisi...
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Mutlu uygulama muhendisleri

Onur Durak
Electrical Engineer / ACC Product Manager

— A A Dinlediginiz icin tesekkirler
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